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Safeguarding 
Businesses from 
Digital Threats

yeoh oon J In

The rise of the digital age has not only opened up opportunities for 
businesses, it also has – with the aid of the technology that comes with 
it – revolutionised the way companies interact and conduct business 
with customers, suppliers as well as internal stakeholders.

On the flip side, this shift from a traditional society to a knowledge-
based one surrounded by a high-tech global economy can bring about 
problems. The most pressing one? Cyber threat.

According to a PwC survey report, The Global State of Information 
Security 2015, the number of cyber-attacks detected has been 
increasing 66 per cent year on year since 2009. The costs of responding 
and losses have also surged. The number of respondents reporting 
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losses of US$20 million or more in 2014 almost doubled over the 
previous year.

Cyber threats are expected to increase exponentially as companies 
embrace digital tools to remain competitive. They will leave companies 
vulnerable to operational disruptions, financial losses, destruction of 
key assets and, most importantly, the potential erosion of reputation 
and trust in their products and services.

Without doubt, cyber risks are a clear and present danger to any 
business. The threats are dynamic, broad and sophisticated, worsened 
by the typically conventional, narrow and flatfooted approaches 
to security. Business leaders today need to look at cyber threats as 
the “new normal” and tackle them as they would enterprise risk 
management issues that severely impact business objectives.

A Whole neW WoRlD WIDe WeB

Before tackling this menace head on, companies need to reframe 
their thinking on this new cyber normal and its implications.

First, businesses in the information age are getting more 
interconnected, integrated and interdependent than before. Forging 
positive relationships hinges on the secure sharing of information 
and data with customers, suppliers, partners and employees.

In this newfound ecosystem, businesses are compelled to rely 
on technology to make the connectivity. However, it is this yoking 
that amplifies the business impact of cyber-attacks. This in turn 
undermines the company’s intellectual property, competitive 
advantage, operational stability, regulatory compliance and corporate 
image.

Second, companies need to understand that in this digital age, 
not all information is created equal. At the extraordinary rate that 
information is proliferating and being shared, it is going to be 
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ineffectual (and almost impossible) trying to safeguard all data. 
Companies have to recognise some data may be superior to the rest 
and that losing the former – and risking destroying key elements 
of the business – is not an option.

In this regard, management should conduct risk assessments 
of its information assets. It should identify which are the critical 
functions in the business and the value of information to these 
functions. Investments can then be prioritised to protect those 
more critical assets.

At the same time, the nature of cyber threats should be identified 
(for example, business adversaries and their targets and techniques) 
and the scope of risks (technical, physical, process, human capital 
and third-party) determined.

CyBeR RISK mAnAGemenT

To proactively manage cyber risks, companies should focus on three 
key areas: strategy, capability, and culture.

A cyber risk strategy needs to be developed in the context of 
the risk assessment. This strategy must form an integral part of the 
company’s business model. It should be plain and easily explainable 
to various stakeholders, including investors, regulators and ecosystem 
partners, who may not necessarily be well versed in the subject 
matter.

The strategy needs to be backed up with the necessary resources 
for execution.

A chief information security officer who is committed to cyber 
security is a must-have, especially in large organisations. Ideally, he 
should be independent of the IT department and report to either the 
board or an executive leadership team. He must also be the person 
who not only builds a comprehensive framework that includes a 
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clear protocol to ensure everyone is aligned with the cyber security 
practices of the business, but also upholds the standards by actively 
monitoring and protecting critical information assets.

There is now value in acquiring and adapting to internal and 
external sources of intelligence that will help support the chief 
information officer. This will boost controls and countermeasures 
in proactively responding to events and activities.

Finally, getting the employees’ buy-in is pivotal to the success of 
any security strategy. They need to know just how important their 
role is in protecting the company’s information assets, and must 
be provided with the necessary tools and training to be empowered 
to do so.

Because cyber threats are always evolving – and doing so rapidly 
– boards and chief executive officers that keep a sustained focus on 
managing cyber risks do more than just protect the business; they 
reap bottom-line benefits. ■


